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Policy guidelines

All schools are required to have an Acceptable Use Policy for the Internet and Digital Technologies in Schools as outlined in the DENI Circular 2011/22.   
Extensive advice from DENI is published on the DE website in the ICT in schools section, which supersedes previous guidance on this issue (published 1999).  

This policy has been drafted in consultation with DENI guidelines for schools. It provides guidance to teachers and parents on how we deal with the issue of E-Safety in Gaelscoil Léim an Mhadaidh.

Our responsibilities:
Boards of Governors have a duty to safeguard and promote the welfare of pupils (Article 17 of the Education and Libraries Northern Ireland
Order 2003). It is also the duty of the Board of Governors to determine the measures to be taken at a school to protect pupils from abuse (Article 18 of the Education and Libraries Northern Ireland Order 2003).

In the exercise of those duties, Boards of Governors must ensure that their schools have a policy on the safe, healthy, acceptable and effective use of the Internet and other digital technology tools. They must also actively promote safe and acceptable working practices for all staff and pupils. These will serve to reassure parents and guardians.

This E-Safety Policy contains policies in relation to use of the internet, use of mobile phones and use of digital/photographic images of children. It is largely based on DENI Circular 2007/1 “Acceptable Use of the Internet and Digital Technologies in Schools” , DENI Circular 2011/22 “Internet Safety” and DENI Circular 2013/25 “E-safety Guidance”.  It should also be read in conjunction with the school’s Child Protection Policy.
The principal (Charmaine Uí Dhaighre), Designated Child Protection Officer (Sinéad Ní Dhúghaill), ICT Coordinator (Sinéad Uí Shemple) and The Board Of Governors have a responsibility  to offer guidance on whole school safe and effective use of programmes. We have an agreed policy in place and procedures in place on managing and reporting incidents and securing evidence of misuse.

C2K

In Gaelscoil Léim an Mhadaidh all our computer systems are managaed by the school’s C2K network. The C2K network provides an effective filtering system as a result of which the following categories of websites are not, by default, available to schools: 

• Adult: content containing sexually explicit images, video or text, the depiction of actual or realistic sexual activity; 

• Violence: content containing graphically violent images, video or text; 

• hate material: content which promotes violence or attack on individuals or institutions on the basis of religion, racial or gender; 

• Illegal drug taking and the promotion of illegal drug use: content relating to the use or promotion of illegal drugs or misuse of prescription drugs; 

• Criminal skill/activity: content relating to the promotion of criminal and other activities; 

• Gambling: content relating to the use of online gambling websites or information relating to the promotion of gambling and gambling advice. 

C2K provides the following benefits;
· It provides all users with a unique user names and passwords. 
· It tracks and records all online activity using the unique user names and passwords
· It scans all emails and attachments for inappropriate content and viruses. It filters access to web sites. 
· It provides appropriate curriculum software.   
C2k defines three types of access on all systems: 
· GREEN – accessible to all users in schools.
· AMBER – accessible to schools’ selected groups of users (can be changed by the C2K School Manager within Post-primary and Special schools only). 
· RED – not accessible to any user.
A filtering service however, no matter how thorough, can never be comprehensive and it is essential that we work with C2K, our EA and DENI to report material that is considered not appropriate. If at any time school staff or pupils find themselves able to access from within the C2k system internet sites which they think should be blocked, they should advise the school principal (or, in her absence, a senior teacher). The principal should then report the matter to the C2k Helpdesk which will implement agreed procedures for handling such issues. Depending on the nature of the issue, these procedures may require C2k to report to the Department of Education. All actions should be taken immediately.
Monitoring and filtering of non C2k services.
· ALL our desktops and laptops will be managed by the C2K network. 

· I Pads will be set up with ‘I-teach, Belfast’ and the internet will be managed through the child safe ‘K9’ service, 

· Webcams will be connected to C2K controlled devices only and webcam usage will be monitored by staff,
· Pupils are not allowed to bring devices with cameras; including mobile phones, tablets etc to school. If these are brought to school, they will be confiscated by staff and a parent will be asked to call to the school office and collect the device,

· Gaming consoles are not permitted in school,
· Staff may not use mobile phones in the classrooms or playgrounds where children are present,

· Staff may not take pictures of pupils or the school environment using their mobile phones,

· We have a ‘Mobile Phone Use’ policy in place.
Managing and reporting incidents and securing evidence of misuse
To deal with any incidents of technology misuse which may arise, we will apply our behaviour policy, child protection policy, staff code of conduct policy and/or mobile phone policy if necessary. 
A code of practice for pupils
· Pupils using the internet will work in highly-visible areas of the school;

· All online activity is for appropriate educational purposes and is supervised, where possible; 

· Pupils will, where possible, use sites pre-selected by the teacher and appropriate to their age group;

· Pupils in Key Stage 2 are educated in the safe and effective use of the internet, through a number of selected websites, structured lessons, leaflets and PSNI sessions.
· Key Stage 2 pupils are expected to sign a code of conduct on internet use,
· The use of mobile phones by pupils is not permitted on the school premises or on school outings. Phones will be confiscated and parents will be asked to call to the school office to collect the phone.

· Incidents of technology misuse by pupils which arise will be dealt with in accordance with the school’s Behaviour Policy.  Minor incidents will be dealt with by the class teacher and may result in a temporary ban on internet use.  Incidents involving child protection issues will be dealt with in accordance with the school’s Child Protection Policy.

It should be accepted, however, that however rigorous these measures may be, they can never be 100% effective.  Neither the school nor C2K can accept liability under such circumstances.
A code of practice for staff
Staff are given a copy of the E-Safety Policy when they begin working at the school and are asked to sign the Code of Practice for Staff.
· Pupils accessing the internet should be supervised by an adult at all times. 

· Staff will make pupils aware of the rules for the safe and effective use of the internet.  
· Deliberate/accidental access to inappropriate materials or any other breaches of the school code of practice should be reported immediately to the Principal/ICT Coordinator.

· In the interests of system security staff passwords should only be shared with the network manager.

· Teachers are aware that the C2K system tracks all internet use and records the sites visited.  The system also logs emails and messages sent and received by individual users.

· Teachers should be aware of copyright and intellectual property rights and should be careful not to download or use any materials which are in breach of these.

· Photographs of pupils should, where possible, be taken with a school camera and images should be stored on a centralised area on the school network, accessible only to teaching staff or under supervision for pupil work. (see Digital/Photographic Images Policy) 

· School systems may not be used for unauthorised commercial transactions.

Education in Safe and Effective Practices
In Gaelscoil léim an Mhadaidh we believe that, alongside having a written E-Safety Policy and guidelines for use, it is essential to educate all users in the safe and effective use of the internet and other forms of digital communication. We see education in appropriate, effective and safe use as an essential element of the school curriculum.  This education is as important for staff and parents as it is for pupils.

Internet Safety Awareness for pupils

Rules for the Acceptable Use of the internet are discussed with all pupils and displayed in Key Stage 1 and 2 classrooms. In addition, Key Stage 2 pupils are made aware and discuss Internet Safety through structured lessons. There are various pupil resources available such as:

Gridclub
Signposts to Safety (primary version)


Key Stage 2+
KidSMART
Know IT All for Schools
ThinkUKnow
Childnet’s Sorted website
Internet Safety Awareness for staff

The ICT Coordinator keeps informed and updated on issues relating to internet safety.  All teaching staff, classroom assistants and supervisory assistants are in turn made aware of the Department’s policy and strategy on ICT use in teaching and learning and updated in relation to relevant changes.

The Child Exploitation and Online Protection Centre (CEOP) runs regular one-day courses for teachers in Northern Ireland.  These are advertised directly to schools. Teachers can download lesson plans, teaching activities and pupil worksheets by registering with the Thinkuknow website.
Internet Safety Awareness for parents

This policy is easily available to parents. It will be issued upon any amendments, can be downloaded from the school’s website and a hard copy is displayed in the school’s office/waiting area. 

A PSNI safe internet session will run every 3 years for all parents/carers in the school. Leaflets will be issued annually to Key Stage 2 parents as their children learn about internet safety in school.   
Child Protection
Bullying and harassment
· Bullying and harassment (cyberbullying) can occur through mobile phones as well as online. 
· Staff can also be subjected to ‘cyber bullying’ by pupils and parents/guardians.
· School staff, parents and young people need to work together to prevent such behaviour and to tackle it whenever it occurs.
· Pupils should have clear guidelines for use of mobile phones in the school environment.
· Theft of mobile phones should be reported immediately and dealt with quickly.

· Procedures are in place for any misuse of mobile phones/websites/e-mail/chat rooms/instant messaging services (see anti-bullying, mobile phone and behaviour policies).
· Deliberate misuse of websites should be reported to C2k Helpline: 0870 6011 666.
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